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About the PrintNet Integrator 
The PrintNet Integrator (PNI) is the integration gateway for securing communications to all EFI Management 
Information Systems (MIS) like PrintSmith. Once installed, the PNI automatically establishes credentials for itself, 
which allow it to exchange secure messages with other EFI products. The PNI starts automatically as a 
background service when the computer starts.  

PNI System Requirements 
The computer on which you install the PNI must meeting the following requirements: 

• Windows 2003, Windows 2000, Windows XP (SP2), or Macintosh OS X 10.3.9 and 10.4.5.  

• A minimum of 512MB RAM.  

• At least 200MB of free disk space.  

• An Internet accessible static IP address. The address must be an Internet facing address that allows 
inbound traffic on port 10443 (HTTPS) and outbound traffic on port 80, 443, and 9443 (9443 is for 
PrintSmith only). 

• Outbound access to the Internet, an "always on" type of connection. 

• Visibility on the internal network to PrintSmith. 

Note You can install the PNI on the same computer as the PrintSmith Master.  
EFI strongly recommends that you install the PNI inside a security system, such as a firewall.  

Security and Encryption Considerations 
Security is extremely important in a Web application. EFI recommends that you install the PrintNet Integrator 
behind a firewall. Contact your Internet Service Provider (ISP) to determine what your static Internet facing IP 
address is. Then set up the firewall with a port-forwarding rule allowing traffic from EFI-hosted computers on port 
10443 (HTTPS) and to EFI hosted computers on port 80, 443, and 9443, within the range below, to communicate 
with the PNI: 

216.151.85.0 (255.255.255.0) 

To ensure ports are open 
1. On the computer where you plan to install the PNI, open the Command Prompt (Start > Programs > 

Accessories > Command Prompt) if you are using Windows or the Terminal application (if you are 
using Macintosh). 

2. For each port, type telnet enetwork.printstorefront.com <port #> 

3. Press Enter a few times. 

If you see Connecting To enetwork.printstorefront.com...Could not open connection to the host after 
pressing Enter, the port is not open and will need to be opened for the PNI to be properly installed. Contact your 
network administrator for instructions. 

The PNI can be installed outside the firewall, in the DMZ, or behind the firewall. If the PNI is installed behind the 
client’s firewall, the firewall needs a rule allowing HTTPS traffic to and from EFI servers for the site to 
communicate with the PNI. PrintSmith should be behind the same firewall. The communication stream between 
the PNI and the site is strongly encrypted using 512 bit encryption with two-way SSL certificate authentication.  

It is up to you to provide adequate security so that EFI encryption is not compromised. The encryption system 
relies on public key encryption, which uses both public keys, which can be shared freely, and private keys, which 
must be carefully protected. Your private key is stored on the computer that hosts the PNI in:  

\EFIPrintNetIntegrator\db\pNetIntegrator\certificates\internet\EFIKeyStoreInternetService.db 

For all JDF and third-party integrations, including the Fiery JDF Connector, the private key is in: 

\EFIPrintNetIntegrator\db\pNetIntegrator\certificates\intranet\EFIKeyStoreIntranetService.db 



 Introduction 

 

 
Page 7 

Compatible Network Configurations for PNI Installation 
If the PNI is installed on a network behind a firewall, network/firewall configuration modifications may be 
necessary. 

Option 1 – No firewall  
In this configuration, the network does not have a firewall and the PNI and PrintSmith are on separate 
computers. 

  

Option 2 – Firewall 
In this configuration, the PNI and PrintSmith are on separate computers behind the firewall. 

 
 

Option 3 – Firewall with DMZ 
The PNI and PrintSmith can be on separate computers with a firewall separating the PNI from the intranet and 
another firewall separating the PNI from PrintSmith. 
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Alternatively, the PNI and PrintSmith can be on separate computers with separate ports of communications to 
the same firewall. 
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Installation Procedure 
You install the PNI using the EFIPNI.exe installation wizard. Obtain the wizard (on a CD or from a Web site) as 
directed by your EFI representative.  

Note If you are upgrading from an earlier release of the PNI, first uninstall it (see page 19) and then install 
version 4.5 as described below. 

To install the PNI 
1. Make sure you are logged into the computer with administrative privileges. 

2. If you have an installation CD, skip to the next step. If EFI has given you a Web address, open a 
browser and enter the address. On the installation Web page, click Download Installer for your 
operating system. 

3. If you are using a CD, double-click EFIPNI.exe in the Windows folder. Otherwise, double-click 
EFIPNI.exe wherever you downloaded it. On the Macintosh, the wizard is named EFIPNI. 

Macintosh users EPIPNI is a compressed file that expands automatically after you download it. If 
for any reason it does not expand, expand it manually using Stuffit Expander 6.0 
or higher (http://ww.stuffit.com/). After downloading, start EFIPNI.app. 

The installation wizard checks for basic compatibility and downloads additional parts of the installation 
wizard from the Internet.  

4. In the Introduction window, click Next.  

 

http://ww.stuffit.com/


 Installing the PNI 

 

 
Page 11 

5. In The License Agreement window, read the agreement, select I accept the terms of the License 
Agreement, and click Next to proceed. If you select I do NOT accept… (the default), you will not be 
able to proceed.  

 
6. In the Choose Install Folder window, accept the default location of C:\EFI for the PNI application and 

data files or specify a different folder. Click Next.  

Caution If you specify a different location, make sure that the folder names in the path do not contain 
any spaces.   

If the folder already exists, you are notified and asked if you want to permanently erase all the contents 
of the folder. If you want to back up the contents of the existing folder first, do so. Then click Yes. 
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7. In the Company Information window, enter the following and then click Next: 

• Company Name. This is required for a digital certificate and is not related in any way to multiple 
companies that might be defined in PrintSmith. 

• Company Division. If no other divisions will be installing the PNI separately, you can leave this 
field blank. Franchise locations should enter their store number here.  

• Country. (Optional) Select a country if not the U.S.  

 
8. In the Select EFI MIS window, select EFI PrintSmith and click Next. This step is necessary for EFI to 

issue licenses for your server and clients. 
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9. Certain software applications that you previously installed may be using the communications ports on 
your computer that the PNI normally uses. If you see the following window during installation, either 
accept the suggested port assignments or designate alternative ports. It is a good idea to record and 
store any port numbers that you decide to change. These can be used to troubleshoot issues if they 
arise. 

 
Note If you configured your firewall to allow traffic from the EFI-hosted computers according to 

“Security and Encryption Considerations” on page 6, you now need to change that 
configuration since different ports will be used.  

The installation wizard checks outbound connectivity to ensure that you can connect to the Internet and 
EFI servers. If this fails, you are asked if you require a proxy server to access the Internet. 
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10. If you select No, skip to the next step. If you select Yes, the Proxy Server window opens, and you can 
enter the settings for your environment. These may be detected automatically for you. If not, contact 
your network administrator to verify that all the information provided in this window is complete and 
correct. Then click Next. 

 
11. The installation wizard notifies you if there is still a problem connecting to the EFI servers. Click Help for 

troubleshooting information. You must exit and resolve the problem if the connection cannot be made. 
Do this by clicking Next. Otherwise, skip to the next step. 
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12. The Internet Address window opens. In the IP Address or Host Name box, enter the external (static) 
IP address of the computer on which you are installing the PNI. EFI will use this address to 
communicate with the PNI. Click Help for more information or Next to continue. 

Note If you are re-installing the PNI, the previously configured address is used.  

 
13. The installation wizard checks inbound connectivity to ensure that EFI can communicate with the 

computer. You are notified if there is a problem. Click Help for troubleshooting information. EFI 
recommends that you exit now (click Yes) and resolve the problem. 
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14. If the connectivity tests are successful (or you click No in the Communications Failure window), the 
Internal Address window opens. Enter the IP Address or Host Name of the PNI installation computer –
as it appears on your internal or local network – and then click Next. Other integrated applications on 
your network will use this address to communicate with the PNI, and it is used to generate the self-
signed certificate used by the PNI for internal integrations. Often, this information is automatically 
detected by the installation wizard. If not, click Help for information on determining this address or host 
name. 

Note Since certificates are generated using this address, you must contact EFI support to manually 
update your certificate if you modify this address later on. Alternatively, your system 
administrator can set up a DNS or a host file entry so that an integrating application can 
resolve the address.  

 
15. The E-mail Address window opens. You must enter the valid e-mail address of the appropriate person 

in your organization to contact when license certificates are issued, the server or client software is 
updated, or communication errors occur between EFI and your PNI server. Click Next. 

16. The Update File Location window opens. Either click Next to accept the default folder or specify the 
path to the folder that is used for the PrintSmith Site file transfer and PNI auto-update feature and click 
Next. The folder must be on the same computer as the PNI.  
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17. The installation wizard verifies the information entered and prepares for the installation. The Pre-
Installation Summary window opens. Review this information and, if it is correct, click Install.  

To make corrections, click Previous until you find the information that you want to change. If you do not 
have enough disk space (Required is larger than Available), delete files on your hard disk drive to 
create more space, click Previous, and click Next to refresh the information. 

 
18. A progress bar is displayed during the process. The installation can take several minutes to complete. 

Once the installation is finished, an Install Complete window opens to confirm successful installation. 
Click Done. 

Note If you have Windows AntiSpyware installed, you might receive a request to approve the 
wrapper.exe service. Click Allow to continue. 

The PNI service – EFI PrintNet Integrator – starts. A folder named EFI is added to the desktop, along 
with a subfolder named EFI PrintNet Integrator. The subfolder contains a shortcut to the EFI PrintNet 
Integrator Health Monitor. 

The following menu and commands are added to the Start menu: 

 
If any errors are found, the installation log is copied to your desktop and you are prompted to review it. 
Contact EFI Support to resolve any errors.  

 Certification 
When a new PNI connection link is established, EFI is automatically notified so that the new link can be certified. 
Once EFI completes the certification, the site will be operational once you complete some additional steps on the 
PrintSmith side.  

Note For more information about the PNI, including the PNI Health Monitor, see “Using the PNI Health 
Monitor” on page 21. 
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Troubleshooting the Installation 
The PNI installation wizard offers some helpful information about errors that can occur during the process. To 
access the information while you are installing the PNI, click Help when it is available in the lower left of the 
installation wizard windows.  

Be sure to contact EFI Support if you have issues or questions. EFI Support may request your installation log, 
EFI_PrintNet_Integrator_InstallLog.xml, which is located by default in the \EFI folder on the drive where you are 
attempting to install the PNI. 

Starting and Stopping the PNI  
The PNI starts automatically when the server computer is started or rebooted. At times, you might need to stop 
the PNI. For example, after you change proxy server settings, you must restart the PNI manually.  

On Windows 
The PNI runs as a service in Windows so you must start and stop the service as necessary. 

 
1. Choose Start > Settings > Control Panel > Administrative Tools and double-click Services. 

2. Find EFI PrintNet Integrator and select it.  

3. Click Start, Restart, or Stop. 

 

On a Macintosh 
To start the PNI, enter the following at a terminal application prompt: 

• $ sudo /Library/Startup Items/EFIPrintNetIntegrator/EFIPrintNetIntegrator start 

To stop the PNI, enter the following at a terminal application prompt: 

• $ sudo /Library/Startup Items/EFIPrintNetIntegrator/EFIPrintNetIntegrator stop 

When the PNI is stopped, all messages in the PNI queues remain there until the PNI is restarted. Any message 
that tries to be sent to the PNI from PrintSmith or other integrated application while the PNI is stopped is queued 
and re-tried later. Messages on the EFI network are held and re-sent when the PNI is available again. 
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Uninstalling the PNI 
When you move the PNI to another computer, you need to uninstall the existing version first. You must also 
uninstall the PNI before you install a more recent version. You do not need to uninstall PNI when adding a new 
device. 

Note You can also uninstall the PNI using the Add or Remove Programs feature in the Windows Control 
Panel.  

1. Start the PNI Health Monitor (Start > Programs > EFI > EFI PrintNet Integrator > EFI PrintNet 
Integrator Health Monitor) and check the Messages field to see if there are any messages waiting to 
be processed. If there are, wait a few minutes and check again. If messages still remain, contact EFI 
Support for help to ensure no messages are lost.  

2. Choose Start > Programs > EFI > EFI PrintNet Integrator > Uninstall EFI PrintNet Integrator. The 
Uninstall EFI PrintNet Integrator window opens. 

 
3. Click Uninstall. 

A status window opens as the application is being uninstalled. If any files could not be deleted, the 
wizard lists them and reminds you to delete them manually before reinstalling the PNI.  

4. Click Done.  

5. Depending on the version you are uninstalling, delete the \EFIPrintNetIntegrator or 
\EFI\PNI\EFIPrintNetIntegrator folder.  

6. Before you installed the PNI, you should have set up your firewall with a port-forwarding rule allowing 
traffic from EFI-hosted computers on port 10443 (HTTPS) and port 80, 443 and 9443—to EFI-hosted 
computers, within the range 216.151.85.0 (255.255.255.0), to communicate with the PNI. After you 
uninstall, revoke this rule on the firewall if you do not plan to re-install the PNI. 
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Using the PNI Health Monitor 
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Introduction 
The PNI Health Monitor is used primarily by EFI Customer Support, but also can be used by network and system 
administrators who manage integrated EFI devices and third-party software products. It acts as a control panel 
for the PNI, allowing you to: 

• Review PNI statistics. 

• Change proxy server settings. 

• Manage integrated devices. 

Only EFI Customer Support can add an integration. Some third-party integrations also require devices to be 
added to the PNI, but these are usually added programmatically. The Health Monitor is used only to review 
information and status. If information needs to be modified or added manually, it should be done only with 
assistance from EFI. (You must run a WeBex™ remote session for EFI to be able to access the Health Monitor.)  

Starting the PNI Health Monitor and Reviewing PNI Statistics 
• Choose Start > All Programs > EFI > PrintNet Integrator Health Monitor.  

The Health Monitor opens in a browser window. If the PNI is not running, the Health Monitor prompts you to start 
it. (See “Starting and Stopping the PNI” on page 18.)   

 Once the PNI is running, you can see its status and running statistics.  

Note Make changes to existing information in all Health Monitor windows only under the direction of EFI 
Customer Support. Use the Health Monitor for reviewing purposes only.  

 
• License Status: The status of the PNI license. For example, when your license is issued, a message 

such as ISSUED – 59737 is displayed. The number corresponds to the PNI unique certificate ID.  
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• Node Names: The name you chose as your site name during certification and the PNI certificate 
number. 

• Enabled Integrations: Integrations based on services purchased and the MIS that you selected; new 
integrations may be added at any time. When no license has been issued, Enabled Integrations is 
blank. 

• PNI Memory: The percent of available memory being used by the PNI. 

• Up-Time: The amount of time the PNI has been running. 

• Bound Devices: Any MIS connectors and registered device IDs.  

• Messages: The number of inbound messages waiting to be processed. A brief description of the last 
error encountered when trying to send message, if any, is also shown here, including the device to 
which it was being sent. 

• Third-Party Integration URLs: URLs used for third-party integrations. 

Changing the Default Device ID of the PNI 
Change the default device ID only under the guidance of EFI Customer Support. The device ID is the identifier 
that JDF vendors use for communicating with PrintSmith.  

To change the default device ID 
1. In the Health Monitor window, click Change Default Device ID.  

2. Enter the new default device ID and click Apply.  

Tip Click Revert to return to the installation default values. 
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Changing the Default Status Signal TTL of the PNI 
Change the default status signal TTL (Time To Live) only under the guidance of EFI Customer Support. Status 
signal messages are sent at regular intervals from vendors. If PrintSmith disconnects, the messages are queued, 
but as soon as a new status signal message arrives, the previous one is out of date, so any status signal 
messages older than the specified TTL are deleted. 

To change the default status signal TTL 
1. In the Health Monitor window, click Change Default Status Signal TTL.  

2. Enter the new default minutes for the status signal TTL and click Apply.  

Tip Click Revert to return to the installation default values. 
 

 

Changing Proxy Server Settings 
If you use a proxy server to access the Internet, and its settings change, you can reconfigure the PNI without 
having to reinstall it. Do not use this feature to add a proxy server; you must reinstall the PNI if you were not 
using a proxy server to begin with. 

1. Make sure that PNI is running. 

2. Click Change Proxy Server Settings and enter the data in the appropriate fields (Host, Port, 
Username, and Password). If you need information for these fields, contact your network 
administrator.  

3. Click Apply.  

 
4. Restart the PNI. See “Starting and Stopping the PNI” on page 18. 

Note Click Revert to restore the default installation settings. 
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Adding, Editing, and Deleting Devices 
You can add, edit, or delete a device from the Health Monitor PNI Integrations page. For example, any JDF 
device (press) with which you want PrintSmith to communicate must be added as a device to the PNI. 

To access the Integrations page, click Integrations at the top of the Health Monitor window or click Manage 
Integrations on the bottom of the page. 

The appearance of the PNI Integration page differs for JDF and non-JDF integrations, although they are all 
treated as devices. Since you should not add, edit, or delete devices unless instructed by EFI Support, the fields 
are not described here.  

Keep in mind that EFI Support also needs to issue a certificate when a new device is added, so do not select 
NEW from the Client Certificate drop-down list and attempt to complete these fields unless you are in contact 
with EFI Support. 

Warning Once a device is changed, other devices using the PNI might lose communication with it. 
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